
Research Statement 

Oğuz Yayla 
June, 2019 

My main research area is public key cryptography, cryptographic protocols, sequences in 
cryptography and telecommunication, algebraic coding theory and blockchain. In my research, I 
mainly use tools and approaches of combinatorics, algebraic function fields, algebraic curves, 
algebraic number theory and finite fields. Thus my academic work has an interdisciplinary nature.  

I am interested in cryptographic problems that can be solved by combinatoric and algebraic tools. For 
example, in my recent works I have used tools as diverse as Hermitian function fields, difference 
sets, Diophantine equations, incomplete character sums, fibre products of Kummer covers, Artin-
Schreier curves, cyclotomic number fields and cyclotomic cosets. Due to this reason my research 
topics include cryptography, coding theory, pseudorandom sequences, lattice based cryptosystems, 
combinatorial designs, algebraic function fields, algebraic/analytic number theory, finite fields, 
discrete mathematics and design theory.  

I have participated as principal investigator and researcher in 8 research projects about cryptography. 
In addition, I have already published 14 journal papers and 17 publications in the refereed 
proceedings of conferences, see references below. I will explain each of them shortly in subsequent 
pages. They are mainly cryptography related papers, but some of them can be also classified in topics 
algebraic decoding, algebraic curves, combinatorial designs, pseudorandom numbers/sequences and 
blockchain. My work has appeared in journals in a number of fields, including: Design Codes and 
Cryptography, Advances in Mathematics of Communications, Mathematics in Computer Science, 
Discrete Mathematics, Ramanujan Journal, Theoretical Computer Science, Lecture Notes in 
Computer Science, Turkish Journal of Mathematics, Journal of Mathematical Cryptology.  

Below I briefly state current status of my research work. 

Cryptography: 

I completed master of science and doctorate programs in the Department of Cryptography, METU. 
Therefore I have comprehensive knowledge of both theory and application in cryptography. I make 
use of my knowledge and prepare new papers/projects to convey new points onto my colleagues and 
academia. My main research are is cryptography, thus I have mostly contributed in this area 
throughout my academic career. While some of my contributions are related with the mathematical 
theory of cryptography, the others are in the practical points of cryptography. I consider to exploit 
algebraic geometric and combinatoric approaches further to get new directions and results in 
cryptography.  

I completed MS thesis on elliptic curve cryptography [1] and studied the public key infrastructures 
(PKI) in a couple of projects during doctorate program [P1,P2,P3]. One of them was a 
TUBITAK-1007 project on “Research and Development on PKI”. In this project, I did  research on 
DSA and ECDSA cryptosystems and their implementation. Moreover, I did analysis on test 
parameters of RSA, DSA and ECDSA cryptosystems for their secure implementation. Secondly, I 
participated in a research project supported by ASELSAN on “Selecting secure elliptic curves and 
Implementing a signature system based on elliptic curves”, in which I did research on fast 
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implementation of elliptic curve cryptography. Thirdly, I was a researcher in the project “Security test 
of RSA cryptosystem parameters”, and I looked for the RSA domain parameters for its secure 
implementation. We also have implemented all kinds of attacks against RSA cryptosystem. In 
addition, I have published  a few papers in peered reviewed conference proceedings complying with 
the topics of these three projects [2,3,4,5,6,7,8].   

After starting assistant professorship in the Hacettepe University, I completed a TUBITAK-1002 
project and I am currently working on TUBITAK-3501 project as a principal investigator [P5,P6]. 
They are about combinatorial designs of difference sets, Hadamard matrices, sequences and boolean 
functions for cryptography and telecommunication systems. In these projects, my main aim is using 
design theory tools to obtain “almost perfect” cryptographic functions and spreading codes since it is 
still now not known how to construct perfect cryptographic functions and codes for all parameters.  

In addition, I am participated in two TUBITAK projects on post quantum lattice based cryptography 
[P7,P8]. Lattice based cryptography is one of the most attractive area in post quantum public key 
cryptography. In these projects, I have been working on analysis and test methodology of lattice 
based key encapsulation cryptosystem. Moreover, I have been doing fast CPU/GPU implementation 
of lattice based cryptosystems. Our preliminary results were presented in conferences, and appeared 
in their proceedings. [9,10,11]. I have also been doing research on formal analysis of NTRU based 
post quantum cryptosystems. Formal analysis is a proof method of possible attacks on the system by 
using some mathematical formalization of the system., that is, it explores the existence of state 
against security goals. Formal analysis methodology is commonly used in the evaluation systems of 
cryptographic soft/hardwares. 

Algebraic decoding: 

A linear code is a vector space over a finite field and the main task in error correcting codes is (1) to 
design a long code having elements with high minimum weight and (2) to construct a fast decoding 
method correcting as many as errors. The minimum weight of elements of a code is called the 
minimum distance.  

During my PhD thesis I studied decoding of algebraic geometric (AG) codes. They are first proposed 
by Goppa in 1975. AG codes are important as they break the length barrier of commonly used Reed-
Solomon codes. In addition, it was shown in the beginning of 80s that AG codes are asymptotically 
good codes. In other words there exists a sequence of algebraic curves with codes having high 
minimum distance. In my thesis, we proposed a new method of decoding AG codes defined over 
Hermitian curves. Our decoding method is probabilistic but it is shown that we can correct high ratio 
of errors by high probability. We also utilized solving sparse system of equations to prove our results. 
We published the results in an international journal [12] and in an international conference [13]. I am 
still interested in this subject. I look for a way of applying our method to devise a new list decoding 
algorithm for Hermitian codes.  

After completing my PhD thesis, I was participated in TUBITAK-1001 project (PI: Prof. Dr. Ferruh 
Özbudak) as a postdoctoral researcher [P4]. In this project I did research on fast decoding of 
interleaved RS-codes and curves with many points for coding theory. In fact, I implemented a search 
algorithm written in MAGMA for finding curves with many points on a large number of paralel 
connected computers, and obtained many record breaking results. 
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It is one of the important tasks to find a family of codes with high minimum distance. It is usually 
difficult to find out the minimum distance explicitly if the code family is large. We studied the 
minimum distance of a family of cyclic codes. Cyclic codes are known to be the ideals in a 
polynomial ring over a finite field. By effective using the cyclotomic coset structure of the finite field 
elements we proved a lower bound on the minimum distance for a larger family of cyclic codes. This 
result is accepted by an international journal to be published [14]. 

Algebraic curves with many points: 

Finding number of rational points on a curve is a challenging problem for hundreds of years. 
Scientist cleverly obtained ingenious methods to count number of rational points on a curve. Today, 
there are online repositories collecting curves with many points such as http:\\manypoints.org. We 
studied fibre products of Kummer covers to find explicit examples of algebraic curves with many 
rational points over finite fields. We discovered new records for certain entries of the repository 
manypoints.org. In particular, we introduced a new curve with the number of rational points 
satisfying Ihara bound. We collected the results in a paper that is published in Turkish Journal of 
Mathematics [15]. I further extended the results for other finite fields and presented them in a 
national symposium [16]. We further extended these results for new fibre products, and the results 
are published in the international journal of Advances in Mathematics of Communications [17]. I 
think that this work will also reveal new examples of curves with many rational points. Besides its 
self-interest, curves with many points are used in constructing codes having high minimum distance 
and in obtaining asymptotically good codes. We note that there are other theoretical and practical 
applications of this topic. 

I had the chance of using my knowledge on algebraic curves to prove new results in cryptography. 
Namely, we proved the existence of Artin-Schreier curves with many points and constructed them 
explicitly. Then we employed this result to show that certain infinite family of keys are weak in 
multivariate quadratic public-key cryptosystems. These results are published in Journal of 
Mathematical Cryptology [18]. 

Combinatorial designs: 

One of the main topics in combinatorics is the design theory. Nowadays I mainly interested in 
designing difference sets and Hadamard-type matrices. In fact, proving existence or nonexistence of 
difference sets is my aim in this area. Difference sets are used in designing boolean functions in 
cryptography, wired communication, wireless communication, sound amplifier, radar, sonar and 
others. In 2012 we proved certain new nonexistence results of relative difference sets by cultivating 
their algebraic properties, counting arguments and Diophantine equations. I first presented our results 
in the international conference of Sequences and Their Applications. Then the paper is published by 
Lecture Notes in Computer Science [19]. During my postdoctoral period, I made the classification of 
good sequences in terms of difference set terminology, which was published by Advances in 
Mathematics of Communications [20]. Recently, we have implemented some good sequences in 
design of  boolean function and communication channel, and presented the results in conferences  
[21,22,23,24]. I still consider new points in difference sets because of their connection with 
cryptography, telecommunication theory, algebraic geometry and coding theory.  
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It is very well known that difference sets with low correlation coefficients are a subclass of 
generalized Hadamard matrices. In other words, proving new results in generalized Hadamard 
matrices will lead to new results in difference sets. During my post-doctoral studies at RICAM, 
Austria, we figured a new analysis method of generalized Hadamard matrices. We exploited the 
nonexistence of a solution to the Diophantine equation, satisfied by the corresponding generalized 
Hadamard matrix, in terms of the nonexistence principal ideal decomposition of some numbers over 
cyclotomic number fields. We have collected the results in a journal paper [25]. Then I have explored 
this area with my colleagues and published a series of papers [26,27,28]. I should note that using 
algebraic number theoretical tools to prove new results in combinatorial objects such as generalized 
Hadamard matrices and applying these result for flourishing new improvements in cryptography and 
coding theory is very attracting point for me. I will further stay focused on this point and I have a 
couple of ongoing research [D1,D2,D3,D4]. 

Pseudorandom numbers/sequences: 

The Weil bound is very useful tool coming from analytic number theory to devise some bounds on 
measures and properties of pseudorandom numbers/generators/sequences. A family of sequences 
with good properties is one of the ultimate aims in pseudorandomness theory. We recently obtained a 
relation between the cross-correlation measure and the family complexity of family of sequences. 
Then we presented some families of sequences with good cross-correlation measure and good family 
complexity by using bounds on incomplete sums of quadratic characters over finite fields [29], and 
studied their applications in cryptography [30]. Moreover, we improved the number of boxes on a 
finite field, and so obtained better complexity bounds on some sequences. This result was published 
by journal of Discrete Mathematics [31]. I have ongoing research on this direction, draft/submitted  
papers [D5,D6]. 

Blockchain: 

Blockchain is a technology of recording transactions on a ledger uniquely without any need of a 
trusted third party. In fact, blockchain is a decentralized, distributed, consensus method for 
exchanging of a kind of goods without an authority. I have been working on this topic since two 
years. I have been supervising a thesis on Digital Signatures in Blockchain, and co-supervising a 
thesis on Secure Multiparty Computation by Blockchain. We plan to present our results in 
conferences [D7,D8]. 

Research Projects: 

[P1] Researcher, TÜBİTAK 1007 Project - METU, Ankara. 

Research and development on public key infrastructure 

07/2006 - 07/2008 

[P2] Researcher, ASELSAN - METU, Ankara. 

Selecting secure elliptic curves and Implementing a signature system based on elliptic curves 
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10/2006 - 03/2008 

[P3] Researcher, TÜRKTRUST - METU, Ankara. 

Security test of RSA cryptosystem parameters 

05/2013 - 06/2013 

[P4] Post-Doctoral Researcher, TÜBİTAK 1001-Project - METU, Ankara. 

Algebraic curves and their applications in cryptography and coding theory 

09/2011 - 04/2013 

[P5] Principal Investigator, TÜBİTAK 1002-Project - Hacettepe Uni., Ankara. 

Generation of New γ-Butson-Hadamard Matrices and their Cryptographic Applications 

05/2016 - 05/2017 

[P6] Principal Investigator, TÜBİTAK 3501-Project - Hacettepe Uni., Ankara. 

Sequences and Their Applications to Cryptography and Coding Theory 

04/2017 - 04/2020  

[P7] Researcher, TÜBİTAK 1003-Project - Hacettepe Uni., Ankara. 

Design of Lattice Based Cryptosystems and their Analysis 

04/2018 - 04/2020 

[P8] Researcher, TÜBİTAK-GNSF Turkey-Georgia Science Foundations Joint Project - Hacettepe 
Uni. Ankara. 

Formal Analysis of NTRU Based Cryptosystems 

02/2019 - 02/2021 
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